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ABSTRACT

Steganography and cryptography are main tools for secure the information. The integration of steganography
with cryptography to secure communication, is an application that integrate Steganography techniques with
Cryptography techniques to get more secure communication method. This paper aim to design a system with
more sturdy security, by hybrid AES cryptography and text steganography. In this paper we proposed a method
that encrypt secret message and then embedding it in cover text. This done by scrambled secret message first
through AES encryption algorithm then hiding it into Arabic cover text. This paper also study the efficient
embedding technique that can be used for hiding the encrypted data in cover text to hide it from attackers and

sent message to the receiver in a safe mode.
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l. INTRODUCTION

Peoples have been interested to hide secret
messages from the ancient times. Steganography and
cryptography can be achieved this purpose through
used many different strategies (we have been
described it later). Steganography is the science/art
of concealment the data in an unnoticed cover object
so that no suspicions can be notice from
eavesdropper regarding this communication. The
steganography technique has many form such as
pictures, texts, sound and video files. Otherwise, the
cryptography technique is not interested to hiding
the message, but it will convert it to
incomprehensible form by a process called
encryption. [1].

Cryptography is  the  mathematical
techniques related to information security aspects
like as confidentiality, entity authentication, data
integrity, and data origin authentication. The
cryptography secure the information by convert it
into an unknown format. The original plaintext, or
text is transformed to an equivalent coded known as
“ciphertext” by used algorithm of encryption. Just on
who has the secret key can decrypt (decipher) the
ciphertext into original text. It can be classified the
cryptography systems broadly to tow main types:
symmetric-key and public-key systems. The first
system (symmetric-key) used single key (password)
which most have by both (sender and the receiver),
while the second system (public-key) used two keys,
a public key have by both (sender and the receiver)
and a private key that only have by messages
recipient [2]. In this paper, we will used only
symmetric-key systems and we used AES algorithm
for encryption the secret message

In other hand, steganography is the science of
concealment the information in some carrier media
that could be formatted text, image, video or audio.
The main aim of steganography is to hide the
existence of data. The process of putting hidden the
information inside cover data called “data
embedding”. The stego data is the data includes both
the "embedded" information and the cover signal.
The “cover” is the term referred to innocent message
that hide original message and it may be in any form
of data such as video, audio, image, text, and so on.
The cover in image steganography known as
“container”, and for audio signal steganography
known as “host signal”. In this paper we dealing
with text steganography. There are many challenges
for hiding secret message within text cover, the first
challenge is that the text documents have
comparatively a few redundant information, the
second challenges is that the text documents
structure is roughly congruous to their look so any
change to its content may be noticed. Though, using
text steganography to hide information is more
preferred than other media steganography due it
more efficient, required little memory to save, cost-
saving in printing and it is more easily to transfer
over the network [3].

Text steganography dependents on the
language used as cover media. Because there are
many human languages that have different properties
and characteristics, there are many algorithms have
been used for this purpose. For Arabic language, a
many different characters (28 characters) along with
some special signs known as “Harakaat”. In addition
the Arabic characters in most are joined when
writing words consist of many character, in that case
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there is an extension character that called “Kashida”
that can be placed between two Arabic characters
depending on the joined characters [4]. Which has
two use, one is to to justify the Arabic word within
lines, like as spaces that used in English writing that
been used for justifying the English words in lines,
the second usage is to decorate the Arabic text
format to make the looks more convenient and much
better (which is very important especially in the
documents titles). So for Arabic cover in text
steganography, the most Arabic stego algorithms
focused on the two characteristics “Harakaat” and
“Kashida”. Some algorithms foucs on used some
“harakat” such as (damma, kasrah, fathah, etc.) [5],
and other foucs on used “Kashida” [4].

The main difference between cryptography
and steganography, the cryptography will encrypted
the message and to return it to original form required
from receptor to have the proper key, while with
steganography, the message appeared as normal
message so that many people could not detect the
message presence. By hybrid cryptography and
steganography it can get more secure method that
includes two levels of security. This hybrid method
encrypted message first by using cryptography, then
it using steganography to hide the encrypted
message inside within a cover such as text audio,
image, video, etc. and it widely used nowadays in
computer for security applications such as protection
of: corporate data, credit card information, e-mail
messages, etc. In this work we hybrid cryptography
(AES algorthim) and text steganography (focused on
used some Arabic stego algorithms based on used
“Kashida”.

1. RELATED WORK

To ensure a high-quality product, diagrams
and lettering MUST be either computer-drafted or
drawn using India ink.

Modern researches for Arabic text
steganography have been focused on improved the
possible applications of it. Shirali-Shaherza et al was
the first one proposed a work in this field [6]. Their
work is based on concealment the binary values of
secret message within Persian or Arabic by used a
feature coding method. This method relies on the
points inherited in the Urdu, Persian, and Arabic
letters. The location of points' in pointed letters
concealment the information as follows: Firstly, the
Secret Object (hidden information length) look to
as binary with the first several bits. Then, the Cover
Object (medium text), is scanned. Thus, when detect
the pointed letter, their location determine if the
value of hidden binary is one or zero. For hidden bit,
the point location is slightly shifted up, otherwise,
the point location not changed. This method has
advantage that it can hide large volume of
information in text because the Arabic and Persian

letters have a large number of points. Also, this
method has disadvantage that lost it is continent in
case of retyping.

In 2006, Mohammed A. et al [7], proposed
a new method for text steganography that hide secret
message inside Arabic text cover media. Their work
utilizes Arabic language diacritics that used for
vowel sounds which called “Harakaat™ that founds
in many literary, poetic and Islamic religious
documents. These symbols “Harakaat” that used in
Arabic are eight different diacritical. From their
research they found that the symbol “Fatha” is used
more than other seven diacritical symbols in Arabic
text. The symbol “Fatha” has a value of 1 and other
seven symbols to be 0. Thus, to hide a bit of value 1,
the program will searching to find the first location
of symbol “Fatha” and then remove it. While to hide
0 they, the program will searching to find the first
location for any one of other seven symbols and
remove it. This method has advantage which is the
high capacity of cover due to it used all diacritical
symbols inside Arabic letter, but it has disadvantage,
the non-uniform in  distribution (hiding some
diacritics) may give attention by reader’s.

In 2008, Jibran A. [5], has been used
reverse “Fatha” to concealment the secret data
within cover text rather than the normal “Fatha”. He
was put inverse direction “Fatha” on the Arabic
cover (that includes “Fatha” inside). This inverse
“Fatha” cannot easily detect by reader, which is an
advantage of this method, while it has disadvantage
that it needs a new font (that contain reversed Fatha”
to be instill because it not a standard diacritic.

In 2010, Mohammad S. et al [8], has been
proposed a new method for hiding secret
information within Arabic text cover media by used
an extension character “Kashida”. Their work try to
maximize “Kashida” used to hide more secret
information inside Arabic text cover than other
methods used same method “Kashida”. To achieve
this, a method known as MSCUKAT (Maximizing
Steganography Capacity Using “Kashida” in Arabic
Text) has been used. This improvement of this work
includes: reducing the file size, increased cover
media capacity to hide more information, enhanced
the encoded cover media security. This tested results
of this method has been compared with previous
works, and it appeared that MSCUKAT saves 33%
of size of cover media (ratio between the secret and
the needed characters) than the best “Kashida”
method in approaches[], and giving better capacity at
least 53% more than other “Kashida” method in
approach [].

I1l. THEORETICAL BACKGROUND
To ensure a high-quality product, diagrams
and lettering MUST be either computer-drafted or
drawn using India ink.

WWW.ijera.com 6l|Page



Dr. Suhad Malalla.et al. Int. Journal of Engineering Research and Application WwWw.ijera.com
ISSN : 2248-9622, Vol. 6, Issue 6, ( Part -5) June 2016, pp.60-69

3.1 Cryptography

Cryptography provides a very important
tool to secure message (especially for messages
transmission when it transfer from one location to
another). The cryptography disguise the original
message by convert it to unreadable form, just
intended recipients (who have encryption “key”) can
remove the disguise from message and read original
message. The secret message may be encrypted
using a “code”, or a “cipher” or 'cypher'. In case of
“code” each one of characters or a group of
characters will be replaced by an alternative one, in
case of “cipher” the whole message is converted
instead of individual characters. The systems of
Cryptographic commonly classified to three are
three methodologies of independent dimensions [9].

1. Text to cipher  text  transforming
Methodology:
All algorithms of encryption are based on two
common principles: transposition  and
substitution. In transposition the plaintext
elements are rearranged wile in substitution each
plaintext element is mapped into another
element. The main requirement is not to loss any
information be [10].

2. Keys number Methodology:

There are many standards methods of
cryptography like: hash function, public key, and
secret key, and digital signature [11]:

A. Symmetric-key cryptography: In symmetric-key
encryption, each one of the sender and the
recipient should have the code (secret key) that
been used to encrypt a packet of information in
sender side before it sent to receptor over the
network that should have same key to decrypt it.
There is two main types of Symmetric-key
cryptography  AES (Advanced Encryption
Standard) and DES (Data Encryption Standard).

1. DES: is the an archetypal block cipher
algorithm which is take a fixed-length string of
plaintext bits then converts it to another cipher-
text bit string with same length by a series of
complicated operations. In DES the block size is
64bits. The DES uses a particular key for
transformation process, so only persons that
know the decryption key can view the original
continent. Ostensibly the key is consists of 64
bits, but actually the algorithm are used only 56
of these bits, the remained eight bits have been
used just to checking parity then it discarded.
Thus, the length of effective key is 56bits [13].

2. AES: this encryption algorithm is based on
substitution-permutation network (SPN) which
is a linked mathematical operations series that
have been used in block cipher algorithms as in
AES. This algorithm is fast in both software and
hardware. AES differs from DES (its

predecessor) it’s not use a Feistel network. AES
is a Rijndael variant that has a 128bits fixed
block size, and (128, 192, or 256 bits) key size.
By contrast, Rijndael the key and block sizes is
any 32 bits multiple, both with a minimum of
128bits and a maximum of 256bits [12].
Public-key cryptography: It also well known as
“asymmetric cryptography”, which is an
algorithm of cryptographic that need two
separated keys (public key and secret (or
private) key). The "asymmetric" term come
from the use of two different keys to achieve
these opposite functions, as contrasted with
symmetric cryptography that use a same key to
achieve “both. In spite of differences, this two
separated keys are mathematically linked. The
public key is used to verify encrypted plaintext
or the digital signature, while the private key
has been used to decrypt cipher-text or generate
a digital signature [14].

RSA: a crypto-system which is one of the first
workable public-key crypt- systems which is
vastly used to secure data transmission. For this
type of crypto-system, the key of encryption is
public and different from the key of decryption
that is kept secret. The first publicly described
RSA algorithm are Leonard Adleman, Adi
Shamir and Ron Rivest in 1977. In 1973, an
English mathematician (Clifford Cocks), had
been developed system equivalent to RSA, but
it was not declassified until 1997 [14].

Digital Signature: Digital signature has been
used due to needs the ensuring of the
authentication. The digital signature is like
sender signature or stamp that embedded with
data together and use private key to encrypt it
then send it to other side. Additionally, the
signature assures that receiver will be detect any
change may be made to the data that has been
signed [15].

Hash Function: It is a one way encryption,
which is a mathematical formula or well-
defined procedure which is represent a small
size of bits that created from a file of big sized,
the function result can be called hashes or hash
code. The hash code generating is faster from
other methods so it much desired for integrity
and authentication. Hash functions are more
used for digital signature and it is highly
desirable because of cheap constructions.
Recently, the use of hash functions become a
standard approach for message authentication in
different applications, especially for internet
security protocols. The integrity and the
authentication considered an important issues in
secure the information. It can be attached the
hash code to the original file, then the users at
any time be able to check the integrity and

WWW.ijera.com 62|Page



Dr. Suhad Malalla.et al. Int. Journal of Engineering Research and Application

Www.ijera.com

ISSN : 2248-9622, Vol. 6, Issue 6, ( Part -5) June 2016, pp.60-69

authentication after sending the secure data
through put same hash function again to the
received message then comparing the hash
result to the sender hash code, if it’s similar, it
means that the received message are came from
the original sender with no change in its content,
because any changed in original data will
changed the receiver side hash code [15].

3. Methodology for processing plain text.

The method of processed the plaintext. A two
type of processes: stream and block cipher. In
block cipher a one input block of elements are
processed at a time, generating an output block
for each input block, while the in stream cipher
the input elements are processed continuously,
generating one output element at a time, as it
goes along [10].

3.2 Steganography

It is the technology of hiding data in a way
that no one can be knowing there is a hidden
message except the authorized one. The word
“Steganography” are two words: “Stegano” that
come from Greek word “steganos” that mean
covered or secret, and the “graphy” mean writing or
drawing. So the term “steganography” literally
means the covered writing. The important purpose of
steganography is to secure communicate in a fully
undetectable manner and to avoid attracting doubt to
hidden data transmission. Through the process,
steganography methods characteristics are changes
in the features and structure so it cannot be
identifiable from human eye. Text, sound, videos,
digital images, files, and other files of computer
which contains perceptually redundant or irrelevant
information can be used as carriers or “covers” to
hide secret messages. When a secret message
embedding into the cover it called stego (such as for
cover-image we obtained stego image). The
steganography basic model are consists of, Message,
Carrier, Stego key and embedding algorithm. The
carrier is also called “cover object” that embeds the
secret message and work on to hide presence of that
message [16].

1. Text steganography:

The concealment of information inside text
is most significant method from other steganography
methods. Among different types of steganography,
the text steganography is more tricky because of the
lack of redundant information in text files to hide a
secret message as compared to other media.
However, the text file have some advantage make it
preferable than other types of steganographic
methods such as: it needs less memory for storing,
it’s faster than other methods and it is easier
communication. The text steganography method

serve to hide a secret message in a cover text
message in every nth letter of every word of it. For a
large file, text stenography will not be used mostly
due to the text files have a very little redundant data
[17]. Figure 1 shown the Text steganography
scheme.
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Figure (1): Text steganography.

2. Audio steganography

One of the first considerations for
developing an audio steganography method is: the
possible environments, the signal of sound will
transfer through environments between decoding
and encoding. The sound modification are in two
main area: the first area is the signal digital
representation or storage environment that will be
used, and the second area is the pathway of
transmission in which sound signal might travel
[18]. Figure 2 shown the audio steganography
scheme.

3. Image/Video steganography

The image steganography is commonly
used for hiding secret files, where the images are
often used as the cover objects in steganography. A
secret message is embedded within the digital image
through using a secret key with many embedding
algorithms. The stego image that generating will be
sending to the receiver. In receiver side, an
extraction algorithm has been used to extract
original image using the same key. During stego
image transmission, the unauthenticated persons
cannot guess the existence of secret message he can
only noticing the transmission of an image due to
steganography.

Video steganography is the technique using
the video file as a cover media to hide any type of
information such as (text, audio, video, and image).
Video steganography are more eligible to hide large
size file than other multimedia files due it is large
size that can embedding hug information, in addition
to memory requirements. Figure 2 illustrated
Image/Video steganography technique [19].
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4. Techniques of Hiding Data in IPv4 Header

This method used to secure data
transmitting over the network. The principle of this
techniques is to fragment data into different sizes
rather than a fixed size (same as jigsaw puzzle) then
subjoin each data fragment with a sequence number
and a pre-shared MAC (message authentication
code), so that the receiver can be first authenticate
the received data then recombine the received
fragments to one single message. In sender side,
every fragment of data is suffixed and prefixed with
a binary “1” and XOR (exclusive OR) operation
with a Random number known as “onetime pad”
then will transmitting data over the network. In
authorized receiver side, exact opposite process of
sender the message is performs to retrieves the
original message [20]. Figure illustrated TCP/IP
steganography technique

Covert Estimated Covert
Information Stego-Network Information
't Packet
N Covert Information | C*
p oosee | E] EeieNolial || pacion k
—> Algoritm Channel Algorithm
Network
Packet A A
Secret
Key

Figure (3): The general covert channel
framework in TCP/IP.

V. HYBRID TEXT
STEGANOGRAPHY/
CRYPTOGRAPHY SYSTEM
MODEL
Our main goal in this work is to improve
steganographic by hybrid it with cryptographic.
Indeed, most of the techniques that combine
steganography and cryptography work on encrypted
secret message first then the output encrypted data
will be embedding in a cover object. As for us, we
first encrypted secret message with AES algorithm
then we used text steganography with different
schemes to hide encrypted data. In general, a certain
information has statistical characteristics. The

number of 0s and 1s are different. This is the
evidence of statistical attacks against security
methods. In this reason, we aimed to reduce the
differences of the number of Os and 1s. We used 2
methods for this purpose including compression and
cryptography. Both of these methods trend to reduce
the differences. The compression has been used to
reduce the bits by eliminating and identifying
statistical ~ redundancy.  Algorithms of data
compression usually utilize statistical redundancy to
represent data more concisely. So, this provides us 2
benefits; reducing the length of secret data and
revealing statistical redundancy. Cryptography
reveals statistical information about the plaintext that
often can be used to break them.

4.1 Algorithm for the proposed system

The architecture of hybrid system is
organized with two portions: sender side which
consists of Compress secret message, encrypt
compressed secret message, embed to stego
message, and receiver side which consists of
decryption section and extraction section as shown
in figure 4.
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Now. the probabilities of 0
and 1{in bit)will be the :ame.
There &= no more statistical
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Embed to Cover .
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[Steganagmphj‘) R‘
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Figure (4): The overall architecture of Stego/AES
hybrid algorithm

4.1.1 Compress secret message

The gzip algorithm has been used to
compressed secret message. The gzip give a good
compression ratio to secret message that encrypted
with AES Algorithm. For Compressed Module
basically we compressed the Input plain text using
Huffman algorithm (Refer Figure 5). (Gzip depend
on deflate algorithm that contains LZ77, Huffman
encoding [static or dynamic], RLE [for dynamic
Huffman tree], Huffman encoding for RLE
compressed tree).
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Figure (5): Compress secret message model.

4.1.2 Encrypt compressed secret message

An advanced encryption standard (AES)
has been used to encrypt secret message that based
on Rijndael algorithm. The symmetric block cipher
can be processing (128 bits) data blocks by using
cipher keys of (128, 192, and 256) bits lengths. The
input and output sequences length of Rijndael can be
any of the three allowed values (128, 192, and 256)
bits, but for the (AES) the only length allowed is
128.

Compressed N AES
Text "| algorithm

Cipher Text
in Hex

Figure (6): Encrypt the secret message model.

The common best practice for symmetric
encryption is to use AEAD (Authenticated
Encryption with Associated Data). In this paper, we
use AES then HMAC (keyed-hash message
authentication code method). A HMAC is a special
structure used to calculating the MAC that including
a hash function combination with a secret
cryptographic key. We uses AES256 and then
HMAC SHAZ256, a two-step Encrypt then MAC that
needs more keys and more overhead. The method
function takes key(s), secret message string, and an
optional non-secret payload then  return then
authenticated encrypted string optionally prepended
with the non-secret data with a 256bit key(s)
randomly generated. In addition, it have a helper
methods which used a string password for keys
generation.

The AES then HMAC algorithm described in
follows:

Input:Secret message, cryptography keyword
Output: Cipher Text

Step 1: Start.

Step 2: Insert text for encryption.

Step 3: Use Random Salt to block pre-generated
weak password attacks. The salt bit size is 64(at
first saltl is created then derived and used for
crypto key in AES and also slat? is created then
derived and used for authentication key for
HMAC).

Step 4: Apply AES encryption algorithm by used a

128 Block bit Size and 256 key bit size.

= Convert secret message text to UTFS8.

= Convert cipher text to Hexadecimal format,
based 64 string and ASCII code respectively.

Step 5: Encryption (AES) then Authentication
(HMAC) of a UTF8 message

Prepend non-secret payload

Prepend IV

Write Cipher text.

Authenticate all data

Gather encrypted message and using HMAC
SHAZ256 to add authentication.

=  Generate encrypt compressed secret message
Step 6: End.

4.1.3 Stego Module

The hiding process is used by the sender to
hide the secret message into the cover text. This
process involves select the input file, which
represents the encrypted compressed secret message,
and a group of sub processes as represented in
equation 1.

Cover Text + Secret Information (encrypt
compressed secret message) = Stego Text ... (1)

In this paper we used a good stego model to
hybrid with cryptography, which based on using
“Kashida” A Four models of text steganography has
been used to hiding encrypted secret message which
was (Dotted Kashida (After Letters), Dotted Kashida
(Before Letters), Dotted Kashida (Mixed Letters),
and MSCUKAT [].

These methods used extension character in
Arabic  language “Kashida” to create a
steganography tool to hide a secret message. The
work motivation is to test the best possible method
of “Kashida” that can be used to hide encrypted
message. To achieve this, we have been depends on
study in [] and []. In these steady, they determined
the Arabic letters that can be extended and they
define the rules for four “Kashida” methods (Dotted
Kashida (After Letters), Dotted Kashida (Before
Letters), Dotted Kashida (Mixed Letters), and
MSCUKAT to embed “Kashida” in Arabic text.

As it is known, the Arabic keyboard
includes a 35 different formats for 28 letters.
Kashida, can come after or before certain letter
formats. For both cases, “Kashida” cannot start or
end the word, (i.e. it cannot be in the beginning of a
word and cannot be in the end of a word), and it is
not from the some letters as shown in Table 1 that
shows Arabic letters and its letter formats, and
shows examples when “Kashida” comes before or
after letters.

Adding “Kashida” has a main rule is to put
it where applicable (applicable characters has been
defined in Table 1), in addition it need to test if the
next letter is enter or space to excluded it because
adding “Kashida” is not viable in this case.. For
method “Dotted Kashida After Letters”, “Kashida”
will be put after Arabic letters and when it’s not
contravene to the main rules of “Kashida”; The rule,
the “Kashida” will be put when have a 0 bit and
there is applicable non dotted character for putting
“Kashida” after. On the other hand, if we have 1 bit
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and we have applicable dotted character for putting
“Kashida” after For method “Dotted Kashida Before
Letters”, “Kashida” will be put before Arabic letters
and when it’s not contravene to the main rules of
“Kashida”. For Kashida-before, the “Kashida” will
be put when have a 0 bit and there is applicable non-
dotted character for putting “Kashida” before. For
method “Dotted Kashida Mixed Letters”, “Kashida-
Mixed”, the “Kashida” will be put after the
applicable letter in odd lines of the cover text and
put “Kashida” before the applicable letter in the even
lines of the cover text. For MSCUKAT method, it
used “Kashida” to hide secret bits that have 1value,
while secret bits of value 0 will be skipped its
applicable location and go to the next. Thus, to hide
1’s it used dotted letters and hide 0’s it used un-
dotted letters whereas.

The Stego algorithm of this method are
described in follows:

Input:
Output:

Step 1: Start.

Step 2: Insert cover text, encrypt compressed secret
message.

Step 3: Remove Kashida from Cover

Step 4: Check Conditions:

=  Arabic Code Zone

= Not Start or End of a word

= Not between Jand !

= Kashida Table

Step 5: Insert Kashida(depending on the method as:
MSCKUT, After, Before, Mix) and secret bit(1
or 0) to Stego

Step 6: Output Stego

Step 7: End.

Encrypt Compressed Secret message
Stego Text

Table 1: Arabic Letters, their applicability for “Kashida™
and Dotted

Applicable foApplicable fo

Letter| Format Unicode “Kashida”™ shida®™  Dotted

Before Letter After Letter

i 1370 L] ves| J | No Yes

i 1371 L] Yes| 4| No Yes

5 1372 5| Yes ] MNo Yes

! 1373 L Yes ] No Yes

i3 1574 | = | Yes| 2 | Yes Yes

1375 - | Yes | No No

= = 1376 = | Yes| = | Yes Yes
E 1377 | Yes| & No Yes

= = 1378 == | Yes| S | Yes Yes

— — 15379 S| Yez| S| Yes Yes
z z 1380 = | Yes| = | Yes No
T r 1381 = | Yes| = | Yes No
F = 1382 = | Yez| = | Yes Yes
2 < 1383 | Yes| -- No No
2 2 1384 L Yes| -2 No Yes
J J 1585 > Yes e Mo No
J J 1386 G| Yes 2 No Yes
= = 1387 o~ | Yez| = | Yes No
B B 1388 | & | Yex| -5 | Yes Yes
oA oa 1580 s | Yez| —=| Yez No
A oA 1380 | = | Yes| —= | Yes Yes
L = 1391 | = | Yes| S| Yes No
L L 1382 | B | Yes| | Yes Ves
i i 1393 = | Yes| = | Yes No
& & 1384 | Yes| = | Yes Yes
== = 1601 = | Yez| £ | Yes Yes
3 i 1602 | & | Yes| £ | Yes Yes
4 ] 1603 | 2L | Yes| = | Yes No
d d 1604 G| Yes| J | Yes Mo
.a ; 16035 = | Yez| = | Yes No
o i 1606 o | Yes| 2| Yes Yes
1607 “ | Yez| = | Yes No
5 K 1608 s | Yes| -5 No No
1] 1609 3 | Yes| = | Yes No
3 1610 s | Yes Yes Yes
(@) (b)
ls5=18& L;:poin!ed Yes H Yes
letter? 15 5=18& e=pointed
‘ I letter?
No No ™ |
Iss=08& c=Unpointed 155=08& c=Unpointed
letter? etter?
‘ | Yes ‘ | Yes
Insert Kashida Beforethe Insert Koshida Afterthe
letterin Cover | )
I etterin Cover
[ |
Increase j Increasej
No o No |
Increase. Increasej
Kashida Before H Kashida After H
Method Method

H

153=1 & c=pointed OR
Unpointed letter?

H Yes
InsertKoshido Afterthe

letterin Cover
[ |
Increase
[ |
Increase i

MSCUKAT H
Method

(©)

|

Is Line num.=0dd?
Insert Kashida
3
Afterthe letterin
|
Increase

|
Increase

Insert Koshida
Before the letter

Mix Method

(d)

Figure (7): Stego block diagrams for: (a) Kashida
Before, (b) Kashida After, (d) MSCUKAT, and
Kashida Mix.
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The output of this process will be a stego text
which will be used from the recipient to retrieve the
secret message. Figure (7) illustrated the block
diagram of stego program.

V. RESULTS
This part shows the experiments results that
leads to measure the performance of the proposed
system and compares the different types of
“Kashida” text steganographic approaches. The
system has been designed by used c# language and
includes. The tested has been run by used a

workstation  laptop  (Dell)  with  following
specifications:

= CPU 1.8 GHz core i3

= RAM 4GB DDR3

=  OS Windows 8 64bit
= Visual studio 2013

In our test we used some words to calculate
their bit size, bit size after encryption, bit size after
compression, size of the cover text needed, and time
required for encryption and decryption.

5.1 Capacity

For our test we calculated the secret
message bit size before encryption and after
encryption and with and without compression for
one words and for a large paragraph to calculate the
compression ratio.

Table 2: the secret message capacity with or without
encryption and compression.

o i | S|

ones

Words Length No. of Length ones (bit) af

- (bit) after Comp.
after after en ~ encry.  Ratio
encry. encry. ¥ e ey +eomp.

Hello 5 22 36 324 636 324 636 ~0%

ones  (bit)

pP* 3212 |11395) 25720 | 13139 | 26264 | 6844 | 13392 o

* The P 1s an English paragraph (3212 byte).
** The encryption Key that been used is “Farah1234567.

From table 2, the results shows that
compression with (gzip) is very useful with large
secret message that is be practically efficient.

In second part, we calculate the cover
capacity need to hide secret information. The cover
capacity needs for each stego method has been
shown in table 3.

Table 3: cover capacity of stego methods with or without
compression and encryption

Length of cover Length of cover Length of cover

o message needs message needs message needs
Seegiiaton (No Comp. no (With Encry no.  (With Encry and
Encry.) Comp.) Comp.)
Hello

MSCUKAT 193 2330 2339
II.):;‘: f :;:;df‘ 350 4366 4544
Dotted Kashida 5 ) )
(Before Letters) 429 4616 4409
Dmiiif:;;“da 385 4687 4628

Parapraph “large secret message™

MSCUKAT 92390 04345 48827
Iﬁiﬁ‘;‘: E:;:;da 181925 184837 96703
(Ié:;t:ifia:::::\ 180325 187641 96869
D‘“ﬁiﬁ:‘;}“‘ia 179989 186057 95730

5.2 Compression Ratio

For our test we calculated the compression
ratio of each stego method, which calculated
depends on table 3.

Table 4: compression ratio of stego methods (with
Encrypt no Comp.) and (with Encrypt and Comp.).

Compressicn ratio

Compression ratio .
large secret

“one word™

e | Algorithm

1 MECUKAT ~0% 51.76%

, Dotted Kashida
- (After Letters)

Dotted Kazhida 0.95%

3 o

’ (Before Letters) 31.6%
Dotted Kazhida

4 {Mixed for High 0.98% 51.435%

Security)

5.3 Robustness, Visibility, & Similarity

Robustness is the resistance of the
steganography technique against modifying or
destroying the secret message. Table 5.

Table 5: Robustness, sinularity and visibility for five

methods.
Robustness
; Simila Visibilit
Algorithm _ Copying Font _Retypibu_m'la .
Printing OCR  and changi ag rity ¥
pasting g _
1 | MSCUEAT | v X e v % | o.62 | Visible
Dotted Kazhidd - o
2 v v o 3|
“ |(After Letters) X X | 083 | Visible
Dotted Kazhidd - o
3 v v v J
° [Before Letters X X | 084 | Visible
Dotted Kashidg
4 |Mixed for highl + X v v X | 084 | Visible

Security)

VI. CONCLUSION
The emphasis of this paper is to develop a
hybrid method that combine cryptography and
steganography. In this paper, an AES algorithm has
been used to encrypt the secret message. Text
steganography technique has been used to hiding the
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encrypted secret message which will give an
improvement in security. A Four models of text
steganography has been used to hiding encrypted
secret message which was (Dotted Kashida (After
Letters), Dotted Kashida (Before Letters), Dotted
Kashida (Mixed Letters), and MSCUKAT. The
experimental results showed that it need more cover
capacity when used cryptography method for short
message which will be increased to 10-12 times
more than cover capacity without encryption, so that
usage a compression model which be efficient to
compress large amount of data will be useful to
reduce the cover size needs to hide message and gzip
is a good choice for this purpose. From results it
appeared that MSCUKAT are the best stego model
that can be used to hybrid with encrypted secret
message because it give a lower cover size needs to
hide secret message than other methods. The
proposed technique can be further improved to have
more security, robustness and reduced cover
capacity through used new stego method or
compression techniques.
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